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Identify and Stop Threats Before 
They Impact Your Customer

Botnets, worms, malware and hackers are highly dynamic and 

constantly evolving. The most challenging task any MSP security 

expert faces is identifying these threats and, most importantly, 

eliminating them as soon as possible.  How can your security team 

stay on top of this constantly shifting battlefield? The first line of 

defense is understandable, actionable security intelligence and 

an automated means of collecting, analyzing and prioritizing 

threat data. 

SP Detect proactively monitors your customers’ networks for 

global threats and all types of malicious activity. Your team finally 

has the intelligence they need to minimize risk and defend 

valuable assets. And when attacks do occur – they can take 

action before any real damage occurs. SP Detect dynamically 

collects a broad depth and breadth of global threat information 

from a myriad of live threat profiling sources across the Internet 

and applies sophisticated correlation analysis to provide you 

with actionable threat intelligence. 

Unlike other technologies that merely take in live feeds, nFX 

correlation enhances data on known and evolving threats with 

data specific to your environment and automatically enriches it 

to make it even more relevant to your users. It’s the difference 

between generic and specific protection.  

nFX One gives MSPs the 
agility and power they need 
to confidently grow their 
security services business.

Armed and ready to meet the challenges of security 
in the cloud, nFX One is the only technology 
designed to handle the complexity of collecting, 
correlating and processing security events across 
multi-tenant environments. nFX One gives both 
you and your customer understandable, actionable 
security intelligence. Other nFX One benefits include:

•  Robust, multi-tier architecture that easily 
    scales for growth
•  Unparalleled visibility across all customer 
    environments
•  Identifies the most stealth external or 
    internal threats 
•  Reduces volumes of security noise, identifying  
    true threats
•  Proactively monitors customer sites to help 
    stop attacks in their tracks 
•  On-demand reporting , real-time alerting and 
    incident management
•  Meets customer demands for compliance, 
    audit and governance reporting

Monitor. Detect. Inspect. Comply. The full suite of 
nFX One SP solutions act as an integrated platform 
to give you and your customers a full range of 
security and compliance options. Implement only 
the modules you need. Add functionality as you 
grow. Every module is time-tested in data centers 
and MSP SOCs around the world. Now you can 
offer top-tier security services with confidence and 
expand your service business with little up-front 
cost or extensive training. 
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Differentiate Your Offerings with Global Threat Services

The SP Detect module lets you offer unique, yet highly valued services that position your portfolio of offerings head and 

shoulders above your competitors. By adding this powerful layer of threat detection, you can expand your line of services 

with proactive security intelligence that helps protect your customers brand and critical data. 

SP Detect puts your team in control as it:

• Provides clear visibility into emerging threats and zero-day attacks even if no attack signature or published 

   exploit yet exists 

• Tracks intruders from dynamic global threat profiling sources to defend against known threats and alerts not only 

   to inbound threats, but also on suspicious outbound activity. Botnets or malicious code propagating from your 

   network can be stamped out immediately.

• Delivers the right information to the right person for the fastest results

• Optimizes operations with effective filters that reduce false positives

Rule-based Correlation automatically applies conditional logic to 

identify likely attack scenarios. Once identified, these scenarios can be 

played out across your customer base to identify those networks in 

potential danger. SP Detect employs multi-state rules to reduce the 

number of rules security analysts must write and maintain. 

With our Integrated Security Help Desk Ticketing System, a fully 

integrated SANS Six-Step incident response framework guides your 

team through a proven process to fully eradicate threats. You can easily 

demonstrate to your customers that incidents are handled with your 

complete, rigorous processes. Preconfigured incident templates and 

customizable resolution procedures simplify the incident resolution 

process. All events related to an incident are tagged for evidence, 

rapid retrieval and analysis for SLA compliance.
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Customer Ready Threat and Operational Reports provide summary views and in-depth insight into malcode, botnets 

and emerging threats and show customers how they were accurately detected, analyzed and mitigated in customer 

environments. Reports include information on:

• Which attackers attempted access and the related assets that are at risk

• Which systems were compromised by malicious code 

• Open cases, how long they have been open, the case owners, and the status of each case

• Time-to-resolution on closed cases

PAGE    2NFX FOR MSP   I   SP DETECT

SP Detect provides a deep, intuitive range of visualization and reporting tools to 
rapidly detect emerging threats, global attacks and malicious code.
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nFXpert Services: Accelerating Time-to-Value

SP Detect includes implementation and training services. Our nFX experts will work 
side-by-side with your team to thoroughly test your new monitoring platform before it ever sees 
its first customer. Designed to accelerate your new service offerings, we get you up-and-running and delivering reports to your 
customers fast. Using our best proactive methodologies and expertise, we help you achieve service efficiencies and make sure 
you have all the tools in place to easily on-board new customers with inside threat and vulnerability reporting.

About netForensics

For over a decade, netForensics security solutions have helped managed service providers, enterprises, and government 
agencies around the world to manage risk, protect critical assets, and maintain compliant operations. netForensics’ 
nFX One solution suite has been designed to address the unique needs of MSPs by providing flexible, on-demand delivery 
models that automate threat detection and incident management in high volume, multi-tenant environments. Many of 
the world's leading service providers rely on netForensics to grow their security business and reduce the cost of providing 
security-as-a-service.

For more information on netForensics and the suite of nFX One solutions for MSPs, please call us at 732-393-6000 

or e-mail info@netforensics.com
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