
Partnering to Protect Your Enterprise

For over a decade, Cisco and netForensics have been 
helping secure businesses around the globe. netForensics 
products seamlessly integrate with Cisco security and 
networking products, as well as a broad array of multi-
vendor technologies—delivering true end-to-end 
threat management. Working with Cisco, we provide 
organizations with best-in-class solutions that enable 
real-time security visibility, rapid threat response, and 
compliance with complex regulatory mandates. 

When you deploy netForenics solutions in a Cisco network 
environment, you get an unmatched level of visibility 
through the in-depth analysis of security events. Through 
rules-based correlation techniques, nFX Cinxi One can 
identify security events that go undetected or are lost in 
the large volume of data generated by various security 
devices. nFX Cinxi One collects event data from a wide 
range of Cisco network and security devices such as 
routers, firewalls, and IDS systems. Data from these devices 
is automatically correlated based on definable rule sets. 
The nFX solution uncovers similar attacks against different 
devices or device types. It also identifies individual events 
that alone are harmless, but when combined with other 
actions in succession suggest an attempted attack. 

nFX Cinxi One compiles this information and present it to 
you through a series of dashboards, views, and historical 
reports. With netForensics security information and event 
management (SIEM) and log management solutions, Cisco 
customers can depend on accurate, comprehensive security 
information using a single, unified view across all network 
systems, security devices, and applications. With critical 

netForensics and Cisco
Integrated Security and Compliance Solutions

KEY HIGHLIGHTS

netForensics helps you protect 
your data and maintain 
compliance, delivering actionable 
security intelligence to companies 
worldwide through:

•	 Security information  
and event management

•	 Log management and  
threat visibility

•	 Compliance automation  
and audit readiness

•	 Solutions for managed  
security providers

visibility, you can understand the complete profile of an 
attack, open a case to resolve the vulnerability, and track 
the results of the remediation actions to confirm the issue 
is resolved. The integration of netForensics SIEM products 
and Cisco technologies makes the task of identifying 
uncommon, subtle, and related events among vast 
amounts of data finally achievable.  

Rest assured that nFX Cinxi One is Cisco compatible 
ensuring that Cisco devices have been verified  
and tested. 

Cisco products that nFX Cinxi One supports:

ASA 5510

IPS 4240

Ironport S-Series 
Appliance

CS-MARS

Email Security 
Appliance

ASR

Access Control  
Server

CSA

CSA Management 
Center

CatOS

Firewall Service Module

IDS

IOS

PIX

VPN

nFX Cinxi One 4.1 has tested compatible with Cisco ASA 8.2, Cisco IPS 7.0, Cisco IOS 15.0 (M) 1,  
Cisco ESA 7.0, Cisco WSA 6.3 and CS-MARS 6.0.5. The Cisco Compatible logo signifies that 
netForensics’ product has undergone interoperability testing by netForensics together with Cisco and 
a third-party test house based on testing criteria set by Cisco. netForensics is solely responsible for the 
support and warranty of its product. Cisco makes no warranties, express or implied, with respect to 
netForensics’ product or its interoperation with the listed Cisco product(s) and disclaims any implied 
warranties of merchantability, fitness for a particular use, or against infringement.



Cisco has more than 200 offices 
worldwide. Addresses, phone numbers, 
and fax numbers are listed on the Cisco 
Website at www.cisco.com/go/offices.

The Cisco logo is a trademark; Cisco is a registered trademark of Cisco Systems, Inc. and/or its 
affiliates in the United States and certain other countries. All other trademarks mentioned 
in this document or website are the property of their respective owners. The use of the word 
partner does not imply a partnership relationship between Cisco and any other company. 
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For more information on netForensics:

Visit netForensics at the Cisco Developers 
Network Security Management page at:  
www.cisco.com/go/securitymanagement

Phone: 732-393-6000
Email: info@netforensics.com 
Web: www.netforensics.com
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netForensics: 
A New Level of Security Intelligence

The nFX One family of appliance products offer advanced 
solutions for real-time monitoring, event correlation, 
threat management, and reporting. These solutions help 
organizations of all types and sizes meet today’s most 
demanding data protection and compliance challenges. 
With netForensics, you can protect your critical data, 
manage log overload, and ensure audit readiness—
regardless of your budget, size, and performance 
requirements.

nFX One solutions collect, centralize, and store volumes 
of diverse data, and deliver understandable, actionable 
security intelligence. You can easily see the most 
important security information and not lose visibility due 
to overwhelming volumes of diverse event data. This 
prioritized insight dramatically improves your ability to 
identify and rapidly respond to the true threats, and stop 
them in their tracks before real damage occurs. 

Achieving and Maintaining Compliance
Based on industry best practices and years of security 
compliance management leadership, netForensics solutions 
can help you meet your compliance obligations and in 
the process, ensure that you maintain the highest level of 
security intelligence. netForensics helps you meet today’s 
and tomorrow’s security, compliance, and business needs 
with a proven, comprehensive approach to security—and 
one that will fit into your budget. 

You can implement log management as a baseline 
solution, and add security information management (SIM) 
that includes the necessary real-time threat identification, 
prioritization, and remediation capabilities. And you can do 
it easily, seamlessly, and for a fraction of the cost of other 
solutions—with the nFX Cinxi One family of appliances. 

nFX Cinxi One: 
Log Management and SIM in One Appliance

nFX Cinxi One appliances offer a low-cost, easy-to-use 
solution for managing the vast amount of security-related 
data that inundates your organization every day. Cinxi 
combines log management, real-time event correlation 
and alerting, remediation, and reporting in a single high-
performance solution. It simplifies the time-consuming task 
of monitoring and managing the compliance and security 
risks that can affect your business operations.

The Cinxi line of appliances offers the most cost-effective 
yet advanced SIEM solutions available on the market 
today. Cinxi offers the fastest events per second (EPS) 
performance, greatest flexibility, most available live data 
storage, and the lowest total cost of ownership—thanks to 
netForensics’ simple pricing models and the low overhead 
required to install and maintain the platform.

nFX Cinxi One ensures users are able to:

•	 log needed events to ensure compliance 
•	 report on compliance events within the interface and 

with reports
•	 normalize events from different data sources into a 

common model
•	 correlate raw events into meaningful data
•	 notify via email or text message defined by the 

administrator 
•	 support custom logs to ensure that even proprietary 

solutions are supported
•	 allow multiple tasks to be performed in parallel in the 

user interface 
•	 create custom queries so that the user can tailor the 

solution for the organizational needs

netForensics – Delivering Actionable Security 
Intelligence Worldwide

Recognized as the pioneer of SIM, netForensics delivers 
reliable, innovative products that security and business 
managers stake their careers on every day. From the largest 
government agencies and companies running complex 
networks, to small and midsize businesses, customers 
across the globe rely on netForensics for cost-effective SIM 
solutions. netForensics helps companies in every industry 
see and eliminate threats, secure valuable assets, and 
successfully take on compliance challenges.

http://www.cisco.com/go/offices
http://www.cisco.com/go/securitymanagement
http://www.netforensics.com

